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2005 

First Cisco Rootkit

2015 

SYNful Knock
Cisco ROMMON Attack

Juniper Backdoors

 2008

Operation Cisco Raider

 2024

Ivanti Zero-Days
ArcaneDoor Line Dancer
Velvet Ant APT
OS Command Injection Attack
Pacific Rim Campaign
Fortinet Flaws added to KEV
Salt Typhoon
Palo Alto Networks Exploit

 2016

Shadow Brokers

2017 

Vault 7 Leak
 2018

VPNFilter Campaign
Cisco Backdoors

2019 

FortiOS Vulnerability
Echobot

 2020

Citrix Vulnerability
Pulse VPN Campaign
Fox Kitten Campaign
Sophos Zero-Day
F5 1st 10.0 CVSS
Netwalker Attacks
Chinese Attacks

2021 

Cring Ransomware
Pulse Secure Vulnerabilities

F5 Vulnerabilities
SonicWall Vulnerabilities

Fortinet Attack
 2022

Cyclops Blink
F5 BIG-IP Vulnerability
Citrix APT Campaign
FortiGate Zero-Day2023 

Fortinet Zero-Day
Jaguar Tooth Malware

Zyxel-based Botnet
Volt Typhoon

Fortinet Exploit
CISA Directive

Citrix Zero-day
Akira and Lockbit

BlackTech
Cisco Zero-Days

Citrix Zero-Day

  

J-Magic Campaign
Palo Alto NGFW Vulnerabilities
UNC-3886 TINYSHELL Attack

Silk Typhoon
Salt Typhoon

Netgear Firmware Vulnerabilities
CISA/FBI Salt Typhoon Guidance

Cisco ASA Scanning Surge

EOL Device Exploitation
Cisco ASA Compromises
RedNovember
Cisco SNMP Vulnerability
F5 BIG-IP Security Incident
FortiCloud SSO Auth Bypass
SonicWall SMA1000 Zero-Day Chain

2025


