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Updated for 2021 with information on the most common threats 
to enterprise device firmware today.

As firmware-level threats continue to gain popularity in the 
wild, security teams need to understand how these threats 
work and the real-world risks they pose to an organization’s 
security. Updated for 2021, this paper demystifies the most 
common types of firmware attacks used in the wild today. It 
includes analysis of widespread malware, ransomware, and 
APT campaigns targeting devices ranging from traditional 
laptops and servers to networking gear and VPN appliances. 
These attacks are of particular importance because they enable 
attackers to gain fundamental control of enterprise devices, 
subvert security controls, and persist invisibly, undetected by 
traditional security solutions.  
 

For the past several years, security researchers, industry 
analysts, and regulatory bodies have highlighted the growing 
threat of firmware and hardware attacks. A series of recent 
real-world events have demonstrated why. Firmware and 
device-level attacks have become a staple of attackers from 
state-backed threat actors to financially motivated ransomware 
campaigns. Some of the most significant 2020 developments in 
firmware threats and vulnerabilities include:

 •  Widespread Attacks Against VPN Devices and Firmware 
VPN vulnerabilities have become a top target of state-
sponsored actors, including groups from China, Russia, 
and Iran, and ransomware campaigns including REvil, 
Sodinikibi, NetWalker, and Maze.

 •  New Firmware “TrickBoot” Module Added to TrickBot 
Joint research from Eclypsium and AdvIntel discovered  
a new firmware-focused module in the notorious  
TrickBot malware. Known as “TrickBoot,” the module 
checks devices for firmware vulnerabilities that can  
allow attackers to read, write, or erase the device’s  
UEFI/BIOS firmware. 

 •  Newly Discovered UEFI Implants In the Wild  
In 2020, researchers uncovered a UEFI implant known 
as MosaicRegressor being used in targeted attacks 
to maintain persistence in target organizations, evade 
security controls, and deliver additional malicious 
payloads. This threat had remained undetected in the wild 
for more than two years.

 •  Pervasive BootHole Vulnerability 
Eclypsium researchers discovered a vulnerability known 
as BootHole affecting most Windows and Linux-based 
systems that allows attackers to gain arbitrary code 
execution during the boot process, even when Secure 
Boot is enabled.

https://us-cert.cisa.gov/ncas/alerts/aa20-258a
https://us-cert.cisa.gov/ncas/alerts/aa20-258a
https://www.zdnet.com/article/top-exploits-used-by-ransomware-gangs-are-vpn-bugs-but-rdp-still-reigns-supreme/
https://www.eclypsium.com/2020/12/03/trickbot-now-offers-trickboot-persist-brick-profit/
https://securelist.com/mosaicregressor/98849/
https://eclypsium.com/2020/07/29/theres-a-hole-in-the-boot/
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1. FIRMWARE IN NETWORK AND VPN DEVICES IS 
ACTIVELY EXPLOITED 

As organizations have shifted to a remote work model in response to 
the COVID-19 pandemic, attackers have set their sights on the VPN 
infrastructure that users rely on for remote connectivity. The U.S. 
Cybersecurity and Infrastructure Security Agency (CISA) issued multiple 
alerts detailing state-sponsored actors from China, Russia, and Iran, 
targeting vulnerable VPN controllers as part of their operations. 

These attacks target vulnerabilities in enterprise VPNs and other 
network controllers, including products from Citrix, Pulse Secure, and 
F5. These vulnerabilities are remotely exploitable and directly linked to 
the integrated code and firmware running on these network devices. 

DEFENDING THE FOUNDATION  

OF THE ENTERPRISE

These are just a few of the most recent threats and vulnerabilities, but they serve as an essential warning to security teams. A vast number of critical 
devices are vulnerable, they are actively under attack, and when compromised at the firmware level, attackers can gain persistence and complete control 
over the victim. These types of risks are often new for many organizations. To protect themselves, it is critical that security teams understand how these 
threats work and their path into critical devices.

Source: National Vulnerability Database

https://us-cert.cisa.gov/ncas/alerts/aa20-258a
https://us-cert.cisa.gov/ncas/alerts/aa20-296a
https://us-cert.cisa.gov/ncas/alerts/aa20-259a
https://nvd.nist.gov/vuln/detail/CVE-2019-19781
https://nvd.nist.gov/vuln/detail/CVE-2019-11510
https://nvd.nist.gov/vuln/detail/CVE-2020-5902
https://nvd.nist.gov/vuln/detail/CVE-2019-19781
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Unfortunately, the problems do not end there. A variety of attackers, 
including APT 41, have implanted firmware backdoors into compromised 
network devices. Large-scale Russian attacks have likewise targeted the 
network infrastructure of government and private sector organizations. 
These attacks are simply an extension of strategies observed in the wild 
for years. For example, the SYNful Knock Cisco router implant was first 
seen in the wild in 2015. 

These types of attacks can have devastating impacts on the victim 
organization. As seen in the APT and ransomware examples, 
compromising the network infrastructure can allow attackers to spread 
malicious code within the network. By compromising the fundamental 
code of a network device, attackers can also potentially manipulate 
traffic such as copying, rerouting, or inserting a man-in-the-middle.

These same techniques were quickly adopted by major ransomware 

campaigns, including REvil, NetWalker, and Maze, which used VPN 
vulnerabilities to gain enterprise access and spread ransomware. This 
widespread abuse has made VPN-based attacks some of the most 
common and critical threats facing enterprises today.

2. RANSOMWARE GOES AFTER FIRMWARE 

Ransomware is one of the most pervasive and high-impact threats 
facing organizations today. As seen in the previous section, ransomware 
operators such as REvil, NetWalker, and others have targeted firmware 
in network devices as a way of gaining access and spreading their 
malware within an organization. However, ransomware attackers are also 
increasingly turning to firmware to support core ransomware functionality. 
By compromising or controlling the firmware and master boot record 
(MBR) of victim devices, attackers can seize fundamental control of the 
device while maintaining persistence and evading security controls. 

Many ransomware families have historically targeted the Master Boot 
Record (MBR) to gain control over devices and prevent them from 
booting properly. This technique remains very common today, as 
evidenced by the 2020 Thanos ransomware campaign. In other cases, 
ransomware targets the firmware directly. For example, the QSnatch 

ransomware directly manipulates the firmware of QNAP NAS devices 
to disable a victim’s data backups. In more extreme cases, Ryuk 

ransomware has reportedly disabled or “bricked” devices by corrupting 
firmware when the encryption process was interrupted. 

Most recently, the 2020 discovery of TrickBoot marked a major 
development in the ransomware landscape. The TrickBoot module, 
discovered through joint research between Eclypsium and Advanced 

Intelligence (AdvIntel), represents the latest advancement in the 
notorious TrickBot malware. This new module performs automated 

reconnaissance of devices to check for well-known vulnerabilities that 
can allow attackers to read, write, or erase the device’s UEFI/BIOS 
firmware. Attackers could then modify or insert malicious firmware into 
vulnerable machines to maintain ongoing persistence and avoid security 
controls running at the operating system level. 

This new functionality is particularly significant given TrickBot’s role 
as an enabler of additional malware attacks, most notably, Ryuk 
ransomware attacks. TrickBot plays a vital role in the ransomware 
kill-chain by escalating privileges, spreading within a network, and 
establishing persistence. TrickBoot marks a significant upgrade in these 
capabilities by opening the door to persistence and privileges in the UEFI 
firmware that preempts the OS itself.

However, TrickBoot was not the only ransomware to target firmware and 
the lower layers of devices. Researchers also identified new ransomware 
known as EFILock using malicious bootloaders to disrupt the boot 
process and gain control over victim machines.

All of these examples highlight the strategic value of firmware in a 
ransomware attack. By controlling firmware and the boot process, an 
attacker can disable a device while ensuring that the attacker’s code 
always runs first and enjoys the system’s highest privileges. As a result, 
we can expect to see other ransomware follow TrickBot’s lead and 
increasingly targeting firmware components.
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Conti Ransomware

Ryuk Ransomware

PowerShell Empire

Cobalt Strike

https://www.fireeye.com/blog/threat-research/2020/03/apt41-initiates-global-intrusion-campaign-using-multiple-exploits.html
https://us-cert.cisa.gov/ncas/alerts/TA18-106A
https://www.fireeye.com/blog/threat-research/2015/09/synful_knock_-_acis.html
https://www.zdnet.com/article/top-exploits-used-by-ransomware-gangs-are-vpn-bugs-but-rdp-still-reigns-supreme/
https://www.secureworks.com/research/revil-sodinokibi-ransomware
https://www.ncsc.org/trends/monthly-trends-articles/2020/netwalker-ransomware
https://unit42.paloaltonetworks.com/thanos-ransomware/
https://www.kyberturvallisuuskeskus.fi/en/news/qsnatch-malware-designed-qnap-nas-devices
https://www.darkreading.com/attacks-breaches/how-a-manufacturing-firm-recovered-from-a-devastating-ransomware-attack/d/d-id/1334760
https://eclypsium.com/2020/12/03/trickbot-now-offers-trickboot-persist-brick-profit/
https://www.advanced-intel.com/
https://www.advanced-intel.com/
https://securityboulevard.com/2020/07/detecting-ransomware-and-other-threats-from-malicious-bootloaders/
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3. CRIMINAL AND NATION-STATE ACTORS TARGET UEFI 

The strategic importance of UEFI firmware extends to many other 
forms of malware beyond ransomware. In fact, the techniques adopted 
by Trickbot were first seen in firmware-level rootkits, implants, and 
backdoors, which nation-state and criminal groups used as a way to 
maintain persistence and subvert security controls.

Most recently, researchers at Kaspersky identified a new UEFI implant 
in the wild, known as MosaicRegressor. Adversaries used the implant in 
targeted attacks to maintain persistence and deliver additional malware 
payloads to infected devices. MosaicRegressor was particularly notable 
in that it heavily reused publicly available components from the Hacking 
Team’s Vector-EDK UEFI rootkit, discovered in 2015. This is particularly 
important because it shows how attackers can easily repackage and 
reuse known implants for new malware campaigns.

And while MosaicRegressor is relatively new, it is only the latest in  
a trend of UEFI implants. For example, the well-known LoJax  

malware introduces a firmware implant to maintain persistence on  
a device, surviving across a full system re-imaging or even a physical  
drive replacement. 

The risk of firmware rootkits and implants has taken on a much higher 
significance following the discovery of the widespread BootHole 

vulnerability. Implants like MosaicRegressor and LoJax typically seek 
out firmware vulnerabilities or vulnerable drivers or bootloaders. Many 
older systems and even some recent servers lack basic protections like 
signed firmware updates. However, BootHole is particularly significant 
because it allows attackers to gain arbitrary code execution during the 
boot process, even when Secure Boot is enabled. The vulnerability is 
pervasive, affecting most Linux distributions, Windows devices, or any 
device that uses Secure Boot with the standard Microsoft Third Party 
UEFI Certificate Authority. This gives attackers a vast pool of potential 
targets for future rootkits and implants.

These attacks can apply to virtually any device that is susceptible to 
malware. As a result, organizations must have the tools to find firmware 
vulnerabilities, missing protections, and both known and unknown 
implants. 

https://securelist.com/mosaicregressor/98849/
https://web.archive.org/web/20170106121400/http://www.intelsecurity.com/advanced-threat-research/content/data/HT-UEFI-rootkit.html
https://www.welivesecurity.com/2018/09/27/lojax-first-uefi-rootkit-found-wild-courtesy-sednit-group/
https://eclypsium.com/2020/07/29/theres-a-hole-in-the-boot/
https://eclypsium.com/2018/06/07/firmware-vulnerabilities-in-supermicro-systems/


©2021 Eclypsium, Inc.5

4. SUPPLY CHAIN BREACHES

Most of our examples thus far have consisted of attackers 
compromising a deployed, active system. However, devices can be 
modified or compromised in the supply chain before the eventual owner 
ever receives them. This type of attack can be especially difficult for 
most organizations to detect, given that even the earliest baseline state 
of the device is already compromised. 

The complexity of technology supply chains introduces many 
opportunities for risk. Device OEMs depend on a network of component 
suppliers, who often source underlying components from other 
suppliers. A compromise at any of these points in the supply chain can 
put the integrity of the device at risk. Vulnerabilities in any components 
could allow malicious actors to tamper with the device later in the supply 
chain either during the manufacturing process or at a Value Added 
Reseller (VAR). 

Unfortunately, there are many examples of breaches in the technology 
supply chain. The recent Breaking Trust project provides a detailed 
analysis of 115 supply chain attacks and disclosures over the past 
ten years. Of note, backdoors have been found in enterprise firewalls, 
Huawei telecom gear, and even IP security cameras. Supply chain 
concerns are increasingly causing governments to ban certain 
technologies in sensitive areas or critical infrastructure. 

Threats can also infiltrate the supply chain in the form of updates. 
In the recently disclosed SUNBURST campaign, attackers were able 
to compromise the software update infrastructure of SolarWinds 
Orion software in order to deliver a malicious backdoor to over 18,000 
SolarWinds customers. In the case of the ShadowHammer attacks, 
attackers were similarly able to compromise ASUS’s Live Update servers, 
which led to the company unwittingly pushing malware to hundreds of 
thousands of customers. 
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The supply chain can also introduce vulnerabilities. System components 
are often chosen based on price as opposed to security. Even worse, 
counterfeit devices such as fake Cisco gear are quite common and 
typically contain a wide array of vulnerabilities. Even firmware within 
valid components will often contain vulnerabilities that can easily be 
passed on and reused within a variety of products. For example, the 
Ripple20 vulnerabilities refer to a set of vulnerabilities found within a 
widely used TCP/IP software library. Over 30 vendors reused this code 
in devices ranging from laptops and servers to printers, medical devices, 
and critical infrastructure.

NIST and the National Cybersecurity Center of Excellence (NCCoE) have 
made Supply Chain Risk Management (SCRM) a top priority. The NCCoE 

recently announced the Supply Chain Assurance project, and provided 
additional details in the document, Validating the Integrity of Computing 

Devices. This project defines the risks associated with modern 
technology supply chains. It aims to develop example security solutions 
to verify that the devices and components have not been altered during 
manufacturing or distribution. 

Security teams need the ability to verify the integrity of any newly 
acquired devices and identify any vulnerabilities before putting them into 
service. Ideally, this process should extend into the buying process to 
evaluate prospective new devices’ security posture. 

https://www.atlanticcouncil.org/programs/scowcroft-center-for-strategy-and-security/cyber-statecraft-initiative/breaking-trust/
https://theintercept.com/2015/12/23/juniper-firewalls-successfully-targeted-by-nsa-and-gchq/
https://www.theregister.com/2020/09/17/huawei_iptv_video_encoder_security/
https://securityledger.com/2016/04/another-supply-chain-mystery-ip-cameras-ship-with-malicious-software/
https://www.lawfareblog.com/bans-foreign-equipment-us-critical-infrastructure
https://www.fireeye.com/blog/threat-research/2020/12/evasive-attacker-leverages-solarwinds-supply-chain-compromises-with-sunburst-backdoor.html
https://eclypsium.com/2019/04/23/shadowhammer-and-the-firmware-supply-chain/
https://www.wired.com/story/counterfeit-cisco-switch-teardown/
https://www.jsof-tech.com/ripple20/
https://www.nccoe.nist.gov/projects/building-blocks/supply-chain-assurance
https://www.nccoe.nist.gov/library/validating-integrity-computing-devices
https://www.nccoe.nist.gov/library/validating-integrity-computing-devices
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5. FIRMWARE IN CONNECTED DEVICES IS A GROWING 
ATTACK SURFACE

Most organizations have switched to support new work models in 
which employees are remote by default. This shift has had significant 
impacts on cybersecurity posture both at the organizational level and 
for individual users and their devices. End users are often beyond the 
traditional protections found in the corporate network, are forced to rely 
on SOHO networking equipment for connectivity, and increasingly use 
BYOD and personal devices for work. 

A recent study found that 67% of organizations reported that increased 
use of BYOD has reduced the organization’s security posture and that 
the inability to control “risks created by the lack of physical security in 
remote workers’ homes...” was a significant new concern. Unfortunately, 
attackers have seized upon this new opportunity. A study from VMware 

Carbon Black found that 91% of organizations reported an increase in 
cyberattacks due to employees working from home.

The shift to remote work is intrinsically linked to security at the firmware 
layer. The increased use of BYOD means that organizations often have 

no way to verify the integrity of an employee’s physical devices. Users 
are also at higher risk for malware infections due to the previously 
referenced attacks on enterprise VPNs, as well as a spike in COVID-
themed phishing attacks. 

IoT devices and SOHO networking equipment have also proven to 
be popular targets for attackers. In 2020, the notorious Mirai botnet 

experienced a resurgence by taking advantage of a vulnerability in F5 
BIG-IP controllers to infect IoT and other Linux-based devices. Attackers 
have likewise targeted the home office networking gear that remote 
employees depend on. For example, attackers recently targeted SOHO 

Cisco routers in the wild, and Russian hackers have previously launched 
large-scale attacks against both enterprise and SOHO  
network equipment.

Firmware plays a critical role in all of these examples, from the  
firmware on user laptops to the firmware in networking and IoT  
gear. To compensate for these new risks, organizations are facing  
the challenge of ensuring that their employees’ personal devices  
have not been compromised. 
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TAKING STEPS TO PROTECT THE ENTERPRISE FROM 
FIRMWARE ATTACKS

The threats and vectors described in this document provide a basic 
framework for understanding firmware and device-level threats but are 
by no means exhaustive. Attackers continue to innovate, and advanced 
attackers’ techniques are quickly assimilated into more widespread 
malware and ransomware campaigns.

Eclypsium gives organizations the tools to address these and future 
threats by providing visibility into firmware risk while verifying the 
integrity of systems and their components. Just as significantly, 
Eclypsium extends this protection to an organization’s most critical 
devices, including servers and network infrastructure, as well as 
traditional end-user laptops. 

https://www.keepersecurity.com/ponemon2020.html
https://mytechdecisions.com/it-infrastructure/report-covid-19-and-remote-work-is-leading-to-increasing-cyber-attacks/
https://mytechdecisions.com/it-infrastructure/report-covid-19-and-remote-work-is-leading-to-increasing-cyber-attacks/
https://www.zdnet.com/article/top-exploits-used-by-ransomware-gangs-are-vpn-bugs-but-rdp-still-reigns-supreme/
https://www.securitymagazine.com/articles/92666-how-hackers-are-using-covid-19-to-find-new-phishing-victims
https://www.pandasecurity.com/en/mediacenter/business/mirai-botnet-exploits-new-vulnerability/
https://www.zdnet.com/article/hackers-have-started-attacks-on-cisco-rv110-rv130-and-rv215-routers/
https://www.zdnet.com/article/hackers-have-started-attacks-on-cisco-rv110-rv130-and-rv215-routers/
https://us-cert.cisa.gov/ncas/alerts/TA18-106A
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Eclypsium enables organizations to augment and extend their existing 
security processes to include firmware security in the following key areas:

 1.  Gain Visibility - An organization must have visibility into its 
firmware and hardware before it can be protected. Eclypsium 
allows teams to easily audit their many devices to see exactly 
what is inside. Staff immediately get fine-grained insight into 
myriad hardware and firmware components within a device, 
including insight into the current firmware version. This visibility 
extends to on-premises devices and remote assets such as 
devices used by employees working from home.

 2.  Manage Risk - Eclypsium exposes the firmware vulnerabilities, 
misconfigurations, and outdated code that can put devices at 
risk but are often invisible to traditional vulnerability scanners. 
This includes various device configurations and policy settings 
that are essential to maintain a robust device-level security 
posture. When problems are found, Eclypsium can remotely 
apply patches or updates to mitigate the risk.

 3.   Detect Firmware Threats - Eclypsium automatically verifies 
system and component firmware integrity and includes the 
ability to detect known and unknown threats such as implants, 
backdoors, and rootkits. The solution can automatically notify 
staff of any changes to the device’s integrity or security posture 
and trigger automated responses and playbooks via the 
powerful REST API.

This paper describes firmware attack vectors most commonly deployed 
in the wild by both criminal and nation-state actors to target a wide 
range of organizations. Whether in servers, networking gear, laptops, 
or connected IOT devices, firmware is increasingly a target. Security 
controls to defend and recover from these threats should become a 
standard part of an organization’s security operations. If you would like 
to learn more about Eclypsium and our products, please reach out to us 
at info@eclypsium.com.
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